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Text coverless information hiding method based on
synonyms expansion and label delivery mechanism
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Abstract: To solve the problems of low hiding capacity and weak detection resistance, a method of coverless information
hiding based on synonyms expansion and label delivery mechanism was proposed. To begin the proposed method, the se-
cret information were divided into several keywords, then those keywords were embedded in different carrier texts re-
spectively. Considering the interchangeability of synonyms in Chinese, using the word similarity calculation method
based on HowNet, it was possible to filter synonyms which met the contextual semantics. For the purpose of increasing
hiding capacity, various keywords or their synonyms were embedded in the same carrier text as much as possible. At the
same moment, when recording the positional parameters of the secret information in each carrier text, those parameters
were converted into a binary sequence in a fixed format, which was used to generate carrier text. Finally, the carrier texts
and generated text were sent to the receiver. Comparison of the results with those of other studies confirm that the pro-
posed method not only makes great improvement in hiding capacity and detection resistance, but also reduces the over-
head of establishing and maintaining databases by using small text database.
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TR Adf EAN A ) B R

. B D
idf(w) = log(Dw N J ®)
o, D JgTERLE SO ECE, Dy, 8 BT w1
SRR

m

WA | L
SAERER

Y

B O-1[b4F

vector(s) = Y v(w, )idf (w,) 9)
| —{ o |
.
Sl M
PRaE
PRI E

K7 R R R
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ot v(ow,) BE T AN w B, idf(w,)
5] w, 10 GdF {1, 2 A 162 T RO RRARE o LU 42
ML I, A AR DR $ 5 2 A
FT A AR B R e A 2 WD AR DA . E w, il v,
B2 on H R v =),

v, = (Vv y,) s BRI ZAE RN

n

Z(xiy,-)

cos() = ! = (10)

S S0

i=1 i=1

2 AN PR R I, AR ) B AR 5ROk
N, HAZAUBEET 15 M54k B,
FoR 2 AR A

ARSI B I A S 6 = AR T VR v BE HL
PRk T 4 A, 45 50 b 1 KB UA, %
A 50 0 2 KB UA, H =445 100 F 1 KB
XA, IS 100 5% 2 KB SUA, PR
AAE NG, 4P RS B S 5
AT BB FALRE g, Hoak Ay

Zn: cos(0),
p=t—— (11)

n
o, cos(9), RonBEALH i FRR ARG B
SIS S ARE, n iz AR HEE.
SEEGAE RN 8 o

1.0
0.94
0.93 y o7

0.8}

0.6}
3
£
&

0.4f

02f

50_1 KB 50 2 KB 100 1KB 100 2KB
Wik
&8 AR AR S R AGE BARLEE N LL

RS s L], G 7] Sl R R A
17 55 TS PR B 5 £ R AE T S MR PR FF AL i 11
AR o DRI, ) S e A0t It Bl £ UL
W SRR LT AT 3 o

42 REAE

AR I VAT BROE AN AR, It
X B R 7 L F) R S A A B ) O B 1 5 SR i 2%
P SO KR (B MRS . o
AN

y= (12)

N

Herb, o MR S A R R A BE R 10 DG B ] A
B p A SCR R . SR A H I R A
KN 5, MRS Lk 4 HSCALES, K9
SR A SOA [ B A 2 R

[N}
o)

n
(=)
T

B
[} ]
T T

RolAR (M)
b [¥8)
o)

1 IIO 2;) 3IO 4IO 50
SRS
(a) 501 KBJIRHELS50 2 KBIIR AN A R

ol ——100_1 KB
7 —%—100 2KB

(b) 100_1 KBlliX45100_2 KBHIR A s A &
B9 ANIRITASE A B e e

MG 9 ATLIRIL, X T ANF R 5 R, B
JER AR AN AR K, 32 B R A ST S B by 1
(I SCAKE R D ELAR AT DA AL 1E 7 (1 B 42
IXIRERTR, AE i T SORPE R IR SO S AN R R A
SN BARREAA], SPECE TR 5 S A i
AN FE IR RARR SR RECA R . [, AR E R
KRB TR, TTRUES], S+ 2 KB X
APREE ALK SCA B A AN T 1 KB 3
AR SCA R REORCA R, R H A 15
KR, HRR SO BB R

WA SOTVEAE AN A EAT OGS, (HETL
AL RAFIALL, ASONEE RN AR AT
TRERIRET . ASCR PRI R AR 7 Y
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e a2 %

N
27
— (13)
Horb, N ORGSO ECR, y, A5 AN
OO B A R 38 2 WA iR At I V54
P4 B A R B O

Fz2 EHARERSENIL
Jiid 50 1KB 50 2KB 100 1KB 100 2KB
IR 12.941 13.833 9.831 13.500
EZS ank 1.005 1.000 1.000 1.000
Unicode!® 1.086 1.063 1.081 1.081
Word2Vec!” 1.021 1.016 1.013 1.013
i i g 18! 1.054 1.065 1.063 1.055

MRAEZR 2 W LLE R, 6 R AR R SCASEOAE 2 11
AEHE N, I T 1R SR LA AN A B LR
(R A SCA S TR, A SCTTVR T4 Bk 2% it
KFXF T
43 [BEKINE

FEAS BB L R, M S S A7 AE AN FH 3]
T DU P BOZ O B R I, PR AR SO S50 o
NI IEIN A o 5 RS AR A BT DU
Bl I A SRR T, T h 5
X
X
Horb, x O USOR R R B SRS,y
YISO AT IRASCA G (RSO y =50,100 ),
% 3 ARy HAb Oy A B T & R L
(LR

O =

%3 EFEREA IR L
I 50 IKB 50 2KB  100_1KB 100 2KB
ATy 1.00 0.92 0.95 0.94
EZS il 0 0 0 0
Unicode!® 0.50 0.08 0.35 0.15
Word2 Vec!”! 0.24 0.10 0.34 0.23
il A 0.20 0.15 0.28 0.18

5 HATEAEE A7 00 SOA R AL
%, AERFEAH NSO RSO, ASCHR
R DU ST BURR A R ARIGEE o (RHARTVE
HI TR AR R, ANBETE A A SR K70
RAGR DI EF A KR SCA S 5 A4 R RILAL

e (PIBET R, DRIl As T 7 I RS th A B B o
4.4 FEWE

BT SORR B 5 3 i 8 2 A R T v 1
ST SCA B ORI, AR ST 1L IR AN SOA
ARG HATE S, T B R SCA SEELE 2% 15 B A%
i, PR AR AR R A R Y R, ]
UARBLEDT R 2 N5

1) PURI o ASCTEIEI 5 A7 0-1 LLRFRAE N
SENLRRES, AEAE R BRI R A A R R 1R vk ki
H AR SUA R IL BT s S AT AR S ik
5 SUREARM R AL BOUA R IR S5 Ty, AN IR
AN AR SCARPATAATE i 4, 55 A
HBAT 2T, RIS BN IRAR e 520 R 2545 B I
APAE

2) BrARVETRA . BRI 2 0 SO U
PR A B, By v e B e i 5 Ik T AR TR Y
RNN i 35 A RS AR A i OSCA, FIRIE T2 T i
Hos A RE BT CHEIR] 1) B IS, e 2858 R X
BAE.

5 #RiT

552 i TR I OB RO A B, AL
S TR RO IR AT R A B SCAR
FBN ATV K bR A R BT K A i SO
AR ORE RS R (K [T I B 0 1 ) 4%3d 2 i) £k
i, BEATROBIRTE T A RSO B I B A A
MBI 2. AT R I TR AT A
s S BRI 7 B T B AR A B BB AR & 5 1
JUAR,  BORBSRA AT TR T, (HSCRE )
ZE e FEOCA RN FATRKIBE) . i,
AT RIE R bR 2 AL BEAT R B DL T 41K
U RS SCAS RO 0 MBS B BGhige hiss. K
Bt FEARSKRMIBITTH 1 PSRN SE, L
TR SGRVERE S, SRR S @R B, i FE
AR SCA P 22 1) ) 22 570 B 4 SR IR S, AE PRAIE
RARPE TSR T S Bl A I RRUE Ik
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